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MH(OpMaIMOHHbIe pecypchl
Poccutickorn ®epepainyy, BK/IO4Yast
uHdopmupoBanne ®Cb  Poccuun
O KOMIIbIOTEPHBIX  MHIUJEHTaX,
TIOBJIEKIITNX HeIlpaBOMepPHY0
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ITPNUKA3BIBAIO:

1. YtBepauTh mnpwiaraembii [lopsifjoK B3auMOJIEHMCTBUSI OIEepaTOPOB
roCyJJapCTBeHHbIX WH(OPMALIMOHHBIX CUCTEM, WHBIX UH(OPMAL[MOHHBIX CUCTEM
rOCyJJapCTBeHHBbIX OpraHOB, T'OCYJAPCTBEHHBIX YHUTApHBbIX TIpeATNPUSTUH,
rOCy/JapCTBEHHBIX YUPEXXJEHUM C TOCYZapCTBEHHOW CHCTEMOW OOHapy’KeHHS,
NpeAynpexXaIeHusT YW JUKBUJALMWA TIOCTeACTBUMA KOMIIBIOTEDHBIX aTaK Ha
vH(popmalMoHHbIe pecypchl Poccuiickort ®esepaliyy, BK/ItoUasi UHGOPMUPOBaHKEe
®Cb Poccuu 0 KOMIBIOTEPHBIX WHLIMJEHTAaX, IIOBJIEKIINUX HelpaBOMepPHYIO
repefiauy cojeprkallelicsi B yKa3aHHbIX MH(OPMAaLIMOHHBIX CUCTeMaX MH(OpMaLu1

2. HacTosiuii npukas BCTymnaeT B cuiy ¢ 1 ceHTsiops 2026 r.

JupekTop A.BOpPTHHKOB



YTBepKaeH

nipukasom @Cb Poccun
oT

No

[Topsimok
B3aMMO/IeCTBUSI OTepaTOPOB IrOCyZapCTBEHHBIX MH(OPMALIMOHHBIX CUCTEM,
VHBIX UH(OPMaI[MOHHBIX CUCTEM T'OCYAapPCTBEHHbIX OPraHOB, FOCY/apCTBEHHBIX
YHUTAPHBIX NPENPUITUM, TOCYyAAPCTBEHHBIX YUPEXIEHUHN C TOCYJapCTBEHHOU
CHCTeMOM 00Hapy>KeHUsI, TIpeyTPeXAeHUs U JIMKBUAALIAN TI0C/IeICTBUM
KOMIBIOTEPHBIX aTakK Ha MH(GOpMalMOHHbIe pecypchl Poccuiickor ®Pefepaliuu,
BK/touasi nHpopmupoBanue @Ch Poccun 0 KOMIBbIOTEPHBIX UHIUEHTAX,
TIOBJIEKIIIMX HeIPAaBOMEPHYIO Tlepeiauy Cojiep>Kallieicsi B yKa3aHHbIX
MH(OPMAaILIMOHHBIX CHUCTeMaX UHGhOpMalUn

1. B3auMogelicTBUe 0MepaTopoB TOCYJapCTBEHHBbIX WH(GOPMALIMOHHBIX

CUCTEM, WHbIX HH(POPMALMOHHBIX CHUCTEM TOCY/JapCTBEHHBIX OpraHOB,

rOCYJAPCTBEHHLIX YHWTApPHBLIX TMPeANPUATHH, IOCYAAapCTBEHHBIX YUPEXKIeHMA!
(mamee — omnepatopel YW MH(OPMALMOHHbIE CHUCTEMBI COOTBETCTBEHHO)
C TOCy/lapCTBEHHOM CHUCTeMOW OOHapyKeHUs], TpeAyIpeXXAeHusi U JUKBUAALUU
MOC/Ie[ICTBUA ~ KOMIIBIOTEPHbIX  aTak Ha  WHGOpPMAlLMOHHbIE  peCcypChl
Poccuiickoii Pepneparun (manee — ['ocCOITKA), Bkitouas uHbOpPMHPOBaHHe
®Cbhb Poccun 0 KOMIIBIOTEPHBIX WHLMAEHTAaxX, IIOBJIEKIIMX HeIlpaBOMEPHYO
nepejauy cojep)kaljerdcs B UH(POPMALMOHHBIX CHACTeMax MWH(MOpManuu,
ocylecTB/isieTcsi  uepe3  HalMoHa/bHBIM ~ KOODAWHALIMOHHBIA — LIEHTP  TI0
KOMIbIOTepHbIM UHIUAeHTaM (ganee — HKIIKW) mocpegcTBOM MOJK/IHOUEHUST K
TexHuueckor HH@pacTpyktype HKIUIKW, mnpeanHasHaueHHOW [/l OTIIPaBKH,
MojyueHus, oOpabOTKM U XpaHeHHsl YBeJOMJeHWA U 3arpocoB B pPaMKax
MH()OPMAaI[MOHHOTO B3aMMO/IeHCTBUSA C cyObeKTamMu KPUTUUECKOMN
MH(MOPMAaIMOHHOW WHGPACTPYKTYpbl, a TakKe C WHBIMU He SIB/SIOLLUMUCS

cyObeKTaMM  KpUTHUeCKOW WH(OPMALMOHHOW UWH(PACTPYKTypbl —OpraHamu

' Yacts 2 cratbu 13 ®egepanbHoro 3akoHa ot 27 wiong 2006 r. Ne 149-®3 «OG uHpopmarium,
MH(OPMAaLIMOHHBIX TeXHOJIOTHSIX U 0 3alllyTe UH(pOpMaLm».
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M OpraHM3alMsMH, B TOM UMC/I€ WHOCTPAHHBIMM M MeXIYHApOJHLIMU'
(mamee — rexnnyeckast H@pactpyktypa HKIIKN).

2. B3auMogeiicTBUe OCYILeCTB/ISIeTCS B Le/ISIX HarpaB/ieHUs orlepaTopamMu B
HKIUKW nHbopMaliii 0 KOMITbIOTePHBIX MHIIUIeHTaX, CBA3aHHbIX C HapyllleHHeM
(GYHKI[MOHMPOBAHUS TPUHAAJIEXAI[UX UM Ha TpaBe COOCTBEHHOCTH, apeH/bl WU
VHOM 3aKOHHOM OCHOBaHWW TEeXHWYECKHUX CPeACTB WH(OPMALMOHHBIX CHUCTEM,
WCII0/Ib3yeMbIX /171 00paboTKu cofepskalijelics B 6a3ax JaHHBIX MHPOPMALMOHHBIX
cucTeM WH(pOpPMalMY, U pearpoBaHtsl Ha KOMIMbIOTePHbIE WHI[UJEHThI, a TaKXKe
B 1nensix uHpopmupoBanuss HKIIKU omnepaTopoB 06 yrpo3ax 6e3omacHOCTH
vH(bOopMaIMKi, B TOM YKC/ie O TOTOBSIIUXCSI KOMITbIOTEPHBIX aTakaxX U TMpH3HaKax
KOMITbIOTEPHBIX UHI[U/IEHTOB, CBS3aHHBIX C (PYHKI[MOHUPOBAHWEM MPUHA/I/IeXaIlX
UM Ha TipaBe COOCTBEHHOCTH, apeH[bI WM WHOM 3aKOHHOM OCHOBaHWH
TeXHAYECKUX Cpe/ICTB MH(GOPMAI[MOHHBIX CHUCTEM, WCTIO/b3yeMbIX /51 00paboTKu
cofepsaireiics B 0a3ax JaHHBIX WHGOPMALMOHHBIX CHUCTeM WH(pOpMaIH,
1 He0OXOAUMBIX Mepax T0 MPOTHUBOZEUCTBUIO UM.

3. Omepartopbl 00s3aHbl HaIpaBisATh WHGOPMAILMIO O KOMIBIOTEPHBIX
WHIUJIEHTax U ToyyaTh UH(oOpMaluio 06 yrpo3ax 6e3omacHOCTH WHGMOpPMaIWH,
B TOM UMCJIe O TOTOBSIIUXCS KOMITbIOTEPHBIX aTakaxX U MpH3HaKax KOMITbIOTEPHbIX
VHIAJ€HTOB, CBSI3aHHBbIX C (YHKIMOHMPOBAHWEM TpHHAJJIeXKall[uX UM Ha TpaBe
COOCTBEHHOCTH, apeH/Ibl UM WUHOM 3aKOHHOM OCHOBaHWM TeXHUUECKUX CPe/ICTB
MHGOPMAI[MOHHBIX CUCTEM, UCITOMb3yEeMBIX JIT 00pab0TKHU coeprkaiiieiics B 6a3ax
JaHHBIX WH(GOPMALMOHHBIX CHUCTeM WHGOpMalMi, U HeoOXOAUMBIX Mepax 0
TIDOTUBOJIENCTBHIO MM C WCMO/Jb30BaHWEM JIMUHOTO KabuHeTa CcybObeKkTa
['ocCOITKA, 3apeructpypoBaHHOro B TexHHuUeckord uH(pacTpykrype HKIIKUN
(mamee — nUUHBIM KaOWHeT), B COOTBeTCTBUM C omnpejeneHHbiMu HKIIKU
dopmatamu  Tipe/icTaB/ieHUsT  MHGOPMAIMM O  KOMIIbIOTEPHBIX  aTakax

1 KOMITbFOTEepHBIX MHLMAeHTax B ['ocCOIIKA?,

! MoanyskT 4.2 nmyukra 4 TonoxeHus: 0 HaloHa/IbHOM KOOP/IMHALIAOHHOM [I€HTPE M0 KOMITbIOTePHBIM
WHLKZIeHTaM, yTBepkAeHHOro rmpukasoM @®CB Poccum ot 24 wuroms 2018 r. Ne 366 (3aperncrpupoBaH
MunroctoMm Poccuu 6 centsiopst 2018 r., perucrparuonsbiid Ne 52109), ¢ U3MeHeHUsIMH, BHECEHHBIMH TPUKa30M
®CB Poccuu oT 24 pekabps 2025 1. Ne 540 (3apeructpupoBaH MwHioctom Poccuu 25 gekabpst 2025 .,
peructpauoHHbiid Ne 84777) (nanee — [Tonoxxenne o HKIJKN).

? TognyHkT 4.9 nynkra 4 Tlonoxkenus o HKLIKU.
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B ciyuasix TexHWyeckKux cOOeB U (WIM) OTCYTCTBHSI CBSI3U C JIMUHBIM
KaOrMHeToM UH(OpPMaLUsi 0 KOMITbIOTePHBIX WHI[UEHTax J0/DKHA ObITh HarlpaB/ieHa
B HKIJKW c ncno/sib3oBaHWeM pe3epBHBIX KaHaI0B CBs3U (TTOUYTOBBIM ajipec U afipec
9JIEKTPOHHOM  TIOUTHI), yKa3aHHBIX oOlepaTopaMM B JIMYHOM KabuHeTe,
B cooTtBercTBUU C onpegeneHHbiMM HKIIKW  ¢dopmaramu mipescraBieHus
MH(OpPMALMM O KOMIBIOTEPHBIX aTakaX MW KOMIIBIOTEPHBIX MHLUJEHTax
B ['ocCOITKA',

4. TlogkmtoueHWe K JIMYHOMY KaOWHeTy, OCyIIecTBAsieMoe B LieJsix
B3aMMO/IEICTBUS], OPTaHU3yeTCs M0C/Ie 3aK/IF0UeHHsl perjlaMeHTa B3auMOJelCTBUS
HKIIKW u BnazenbLeB HHPOPMAaLMOHHBIX pecypcoB Poccuiickon ®esiepaijuy rnpu
nHpopmupoBann OCBb PoccrrM 0 KOMIBIOTEPHBIX arakaX W KOMITbHOTEPHBIX
VHLU/JeHTaX, pearupoBaHuMM Ha KOMIIbIOTepHble WHLMJEHTbl U TIPUHATUUA Mep
M0 JIMKBUAALIMU TIOCTEeACTBAMA KOMITBIOTEDHBIX aTak B OTHOLIEHWM 3HAUYWMbIX
00bEeKTOB  KpPUTHYeCKOW  HMH(OpMAal[MOHHOW  WHQPACTPYKTYpbl U  UHBIX
VMH(OPMaLMOHHBIX pecypcoB Poccurickor ®esepalyy, NprHa//IeXallix OpraHam
1 OpraHu3arsiM'.

5. UHdopmalusi 0 KOMIbIOTEPHBIX WHIMJeHTax HampapaseTcs B HKIIKU
oriepaTopaMH B CPOK He T103/jHee 24 yacoB C MOMeHTa WX 0OHapy KeHUsl.

6. Ilepenaua omepatopamu B HKI KU wuHbopmaiuu 0 KOMIbIOTEPHBIX
WHLU/eHTax TIO/ITBEPyKAaeTcs 110CpeICTBOM [IPUCBOEHUS HKILKNA
KOMITbIOTEDHOMY UHLUAEHTY UJeHTU(HKaTOopa.

W penTudurkaTop NprcBavBaeTCs KOMMBbIOTEPHBIM WHLMJEHTaM B TeueHue
24 4YacoB C MOMeEHTa MOJiyueHUs HH(OpPMalMM O KOMITBIOTEDHOM WHIIU/IEHTe

B JIMUHOM KaOuHerTe.

7. OmepaTopbl BIIpaBe TIOCPeACTBOM JIMYHOTO KabuHeTa 00OpaTUTLCA
B HKILIKUM pansi oka3aHWsi UM COJIEMCTBUSI B peardpOBaHWM Ha KOMIIbIOTEPHBIE

VHIMeHTbI U nipuBieyeHusi cun ['ocCOITKA.

! TloanyskT 5.8 myHkTa 5 IMosoxenus o HKIKU.
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8. HKUKU B uensx uHGOPMHUPOBaHHS OMNEPaTOPOB, MpPeSyCMOTPEHHOIO
IyHKTOM 2 Hactosuero Ilopsaka, U OKa3aHHs UM COJEMCTBUSI B pearpOBaHUU
Ha KOMIIbIOTepHble WHLWJEHTbI, MpPefyCMOTPEHHOrO0 ITYHKTOM 7/ HaCTOSLLero
ITopsiaka, ocy1ecTB/sSeTCs:

JoBeJileHWe [0 oOrepaTopoB UWHQopMauuu 00 yrposax 0e30MacHOCTH
MH(pOpMaLi, B TOM YMCJIe O FOTOBSLMXCS KOMITBIOTEPHBIX aTakaxX M MpU3HaKax
KOMITbIOTE€PHBIX UHLIW/IEHTOB, CBSI3aHHBIX C (PYHKLIMOHUPOBaHMEM TTPUHA/IeKaIuX
UM Ha TMpaBe COOCTBEHHOCTH, apeH/bl WIA HMHOM 3aKOHHOM OCHOBAaHWH
TeXHUUeCKHUX CPeJCTB MH(OPMAIIMOHHBIX CHUCTEM, UCII0/Ib3yeMbIX AJisi 00paboTKu
cojepaileiics B 0a3ax JaHHbIX WHGOPMALMOHHBIX CHUCTeM WH(pOpMaluH,
Y HeoOXOMMBIX Mepax I0 MPOTUBO/IENCTBUIO UM;

JlOBeJieHHe [0 OrepaTopoB HHGOpPMAalLMA O CpejcTBax U criocobax
NPOBe/IeHNsT KOMIIbIOTePHBIX aTaK U MeTo/lax UX 00Hapy>KeHus U TpeyTIpeKeHusI;

HarpaBJ/ieHWe orepaTopaM 3arpoCcoB O TIpeCTaB/Ie€HUU [OTOJTHUTE/TbHbBIX
cBefilennii 00 yrposax OesomacHocTd MHGOpPMalMK, B TOM UYWC/Ie O MpU3HaKax
KOMITbIOTEPHBIX MHL[A/IEHTOB, CBS3aHHBIX C (PYHKL[MOHUPOBaHWEM NPUHA//IeKalX
UM Ha TMpaBe COOCTBEHHOCTH, apeH[bl WIA WHOM 3aKOHHOM OCHOBAaHWH
TeXHUUECKUX CPeJCTB MH(OPMAIIMOHHBIX CHUCTEM, UCII0JIb3yeMbIX AJisi 00paboTKu
cofepxxalieiics B 0a3ax JaHHBIX HHGOPMALMOHHBIX CHUCTEM UH(OpMaLuH,
Y BPEJJOHOCHOU aKTUBHOCTH;

OKasaHWe COJeMCTBUSI OMepatopamM B pearupoBaHWM Ha KOMITbIOTEPHbIE
WHLIUJIEHTHI TTPU HaJTMUYMK TaKoW HeoOX0AUMOCTY;

obecrieueHre MeTOJUYECKOW U SKCIEPTHOW TMOAJEepP>XKKU TI0 BOIpOCaM
pearupoBaHus Ha KOMITIbIOTePHbIe UHLU/eHTHI.

9. Omneparopsl B TeueHue 24 yacoB ¢ MoMmeHTa mnosyuyeHus or HKIIKU
MH(OpMaLMU O FOTOBSALIUXCS KOMITbIOTEPHBIX aTakaxX U MPH3HaKaX KOMIbIOTEPHBIX
VHLM/JIEHTOB, CBSI3aHHBIX C ()YHKLIMOHMPOBAHWEM IpHHAJJIe)Xal[X UM Ha IpaBe
COOCTBEHHOCTH, apeH/bl UM WHOM 3aKOHHOM OCHOBaHUM TeXHUYECKUX CPeJCTB

MH(POPMALIMOHHBIX CUCTEM, UCTIOb3yeMbIX /17151 06paboTku cofeprkaiiietics B 6a3ax



7

JaHHbIX MH(OPMAaLIMOHHBIX CUCTeM MH(pOpMaLyu, 06si3aHbl HanpaBuTh B HKLIKU
MH(OpPMAaLMIO O MPOBOJUMBIX MEPONPHUATHUSX 110 UX TIPeyTpeK/IeHHIO.

10. B csiyuae miosiyueHHs 3arpoca, YKa3aHHOTO B ab3aije ueTBepTOM ITyHKTa
8 Hacrosauero Ilopsiaka, onepaTopsl B TeueHue 24 4yacoB C MOMEHTa [0/yYeHUs
yKa3aHHOro 3arpoca o06si3aHbl HarnpaBuTh B HKIIKW 3arpariiBaeMbie CBeZieHUS
VI yBeJOMJ/IeHHWe O HeBO3MOXKHOCTU UX IpefCTaB/eHusl C yKa3aHueM [pPUYKH

Y CPOKa, B KOTODBIH /laHHbIe CBe/leHUs OyAyT Npe/iCTaB/IeHbI.
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